S&P Global
Ratings RatingsDirect®

European Banks Face Risks In Race To Implement
PSD2

May 16, 2019
PRIMARY CREDIT ANALYSTS
Key Takeaways Benjamin Heinrich, CFA, FRM
Frankfurt
- Time is tight for European banks to implement the technical requirements of the EU's +49 693 399 9167
PSD2 regulation--which opens payment and account services to competitors--by the benjamin.heinrich

September 2019 deadline. @spglobal.com

Markus W Schmaus
- Banks that fail to meet the deadline could open the door to tech competitors gaining Frankfurt
non-regulated access to banks' customer data if customers decide to use competitors' (49) 69-33-999-155
services. markus.schmaus

@spglobal.com
- We think PSD2 poses threats to bank franchises and customer bases, but also

opportunities for banks to use the new rules to accelerate product innovation, generate
revenues, and retain strong client relationships.

SECONDARY CONTACTS

Bernd Ackermann
Frankfurt

(49) 69-33-999-153
bernd.ackermann
@spglobal.com

Salla von Steinaecker
Frankfurt

Banks and their customers have so far noticed little impact from the EU's second Payment
Services Directive (PSD2), which came into force in the European Economic Area (EEA) on Jan. 1
last year. The full potential effect of PSD2--designed to boost competition and the variety of (49) 69-33-999-164

. . - , . salla.vonsteinaecker
products in the payments space--will only materialize on Sept. 14, when banks' technical @spglobal.com
implementation needs to be in place. We see imminent and significant threats to European banks
from PSD2, but also some opportunities. To navigate the changes successfully, European banks

Gabriel Zwicklhuber

Frankfurt
will first need to act swiftly to ensure technical compliance with PSD2 over the next few months. +49(0)6933999169
But, in a second step, we believe they will also need to develop a sound digital strategy that gabriel.zwicklhuber
incorporates PSD2, so as to remain competitive and at the forefront of product innovation in @spglobal.com

financial services.

www.spglobal.com/ratingsdirect May 16,2019 1


mailto: benjamin.heinrich@spglobal.com
mailto: benjamin.heinrich@spglobal.com
mailto: markus.schmaus@spglobal.com
mailto: markus.schmaus@spglobal.com
mailto: bernd.ackermann@spglobal.com
mailto: bernd.ackermann@spglobal.com
mailto: salla.vonsteinaecker@spglobal.com
mailto: salla.vonsteinaecker@spglobal.com
mailto: gabriel.zwicklhuber@spglobal.com
mailto: gabriel.zwicklhuber@spglobal.com

European Banks Face Risks In Race To Implement PSD2

Chart 1

Most Consumers Are Unfamiliar With PSD2*
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*Source: Statista Digital Market Outlook: Familiarity In The Netherlands With Second Payment Services
Directive (PSD2) 2017 (https://www.statista.com/statistics/696573/familiarity -in-the-netherlands-with-psd2/).
Copyright © 2019 by Standard & Poor's Financial Services LLC. All rights reserved.

PSD2 establishes the regulatory framework for the creation of a single, open, innovative, and
competitive market for payments in Europe. The directive's goal is also to strengthen security in
the payments' ecosystem.

In essence, PSD2 allows third-party providers (TPPs) such as fintech or big tech companies
(Google, Amazon, Apple, or PayPal) to initiate payments on behalf of bank customers from their
bank accounts. It also permits TPPs access to customers' financial account information to analyze
their spending patterns and financial capacity. The introduction of PSD2 will therefore potentially
enable TPPs to compete with banks by offering customized or innovative digital financial services
to bank customers, provided that customers explicitly give their consent.

Tech Competitors Are Piling In

PSD2 has already brought new participants to the payment services market. These competitors
will undoubtedly encourage the development of innovative payment services and help to improve
efficiency, transparency, and security in the payment markets. According to latest European Bank
Authority (EBA) data as of April 2019, 891 payment institutions and 53 account information service
providers were registered under PSD2. The largest proportion of these are in the U.K., followed by
France, Germany, and Poland (see chart 2).
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Chart 2

Most Registered Payment And Account Service Providers Under PSD2 Are In The U.K.
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Data as of April 24, 2019. We have omitted Ireland, Romania, and Sweden because data for these countries were not available
as of April 24, 2019. Source: European Banking Authority, S&P Global Ratings.
Copyright © 2019 by Standard & Poor's Financial Services LLC. All rights reserved.

National authorities remain responsible for authorizing a provider for the provision of payment or
account services. Once granted, however, this permission can also be transferred to other host
states where the provider intends to offer payment services. We nevertheless believe that many
customers may be reluctant to share financial information with new and less established service
providers, as they may initially raise security and data confidentially concerns.

Tight Timeline For Technical Implementation Opens Up Risks

PSD?2 officially became live more than a year ago in January 2018 after all EU members
transposed the directive into national law. At the same time, the directive also empowered the
EBA to develop regulatory technical standards (RTS) on customer identification and
communication. These aim to establish rules that create a level playing field among all types of
providers, thus ensuring technology and business-model neutrality. The final version of the RTS
was published in the official EU journal on March 13, 2018. This date also saw the launch of the 18
months' technical implementation phase--meaning that PSD2 will finally become operational on
Sept. 14, 2019.

While European banks still have a few months to reach technical compliance with PSD2, the
remaining timeline remains tight, in our view. Banks are having to develop dedicated application
programming interfaces (APIs) to fulfil the regulatory requirement to allow third-party providers
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access to customer accounts. Data provided via those dedicated APIs can be used by third parties
only in relation to a specific service, such as the initiation of a payment. A number of European
banks rely on an access-to-account (XS2A) framework developed by the so-called Berlin Group
that goes back to a European initiative, while other banks have developed their own frameworks.

All European banks nevertheless face the risk that their APIs do not meet the service level targets
set by the RTS. Should that be the case, the directive would require banks to provide TPPs access
to their customer-facing interface instead. This ultimately means that, if a customer uses a
third-party service, the TPP could access bank accounts on behalf of customers, effectively by
pretending to be the user, to initiate a payment from the user's account. In other words, this
access method, also known as screen scraping, is effectively a procedure to make automated use
of a website by impersonating a web browser to perform tasks on that website that are usually
manually performed by a customer.

Screen scraping is not a new concept that came along with PSD2. For many years now, TPPs have
offered account aggregation and personal financial management services to bank customers by
utilizing screen scraping. There is generally no direct contractual relationship between a bank and
TPP, and access to customer data does not require the consent of banks. Data extraction via
screen scraping is widely unregulated. This raises privacy and security issues because bank
customers effectively share login credentials, including passwords, with TPPs. There are no
effective controls to prevent screen-scraping tools from theoretically copying all available
customer data.

Screen scraping has been the subject of litigation in Europe because it is considered contrary to
many banks' general terms and conditions. We consider it important for banks to comply with the
regulatory standards on PSD2 in time and to prevent TPPs from using access outside the
regulated environment. PSD2 was effectively designed to replace third-party access without
identification applying screen scraping by more secure alternatives.

Banks Could Face Customer Privacy Concerns

Banks that fail to reach PSD2 technical compliance in time could face unpleasant questions from
their customers given that customer awareness about the privacy of personal data is becoming
increasingly important. Customers would be increasingly likely to raise confidentiality and security
concerns if TPPs were able to access customer data in an unregulated way. Through dedicated
APls, on the other hand, bank customers can grant TPPs temporary access to their accounts with
limited permissions and without having to hand over their log-in credentials. Customers receive
additional protection when data transfer is performed through dedicated APIs because banks will
also need to monitor for unauthorized or incorrect executed transactions.

As a result, banks that meet the technical regulatory requirements in time might be able to
generate a competitive advantage over banks that fail to comply. We see a risk that customers
move away from banks if they consider their personal data as not be protected adequately,
negatively affecting those banks' customer stability and revenues.

Nevertheless, we believe banks could struggle to meet the PSD2 technical requirements. The EBA
has published detailed guidelines that national authorities must take into consideration in
deciding whether banks' APIs meet open-access requirements. For instance, banks must involve
TPPs in the design and testing of the APIs and provide national authorities with feedback from
TPPs received during testing. More importantly, banks will have to demonstrate that their APIs are
widely used and accepted by third-party providers.

We believe banks could above all struggle with the EBA requirement to offer, at all times, the same
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level of availability, performance, and support on the dedicated APIs as they grant customers who
directly access the customer-facing interface. Some banks have commented that the two access
points are not comparable given the expected higher data traffic and challenges to provide
permanent support for the dedicated interfaces. The EBA, however, has reiterated that it will
permit no differentiation between the two access points. It has also stated that, if a bank offers
several customer-facing interfaces, the performance target for the dedicated APl should match
that of the best-performing interface. In this context, banks will be required to define and publish
key performance indicators to compare performance between both access points.

European banks had to open up testing facilities by March 14, 2019, and many of them have
publicly stated they have met this target. However, the next interim deadline is now looming.
Banks must provide access to an environment with actual customer accounts before June 14 in
order to launch the testing phase based on real data.

The EBAis aware that European banks face material challenges in the implementation process. It
recently created a working group consisting of various stakeholders to identify issues that will
emerge as the industry prepares for the Sept. 14 application date of the RTS. We expect the
majority of European banks will be able to fulfill the requirements on time. But if a bank's API fails
to comply by the September deadline and one of its customers decides to use a service provided
by a TPP, the bank will have to allow access to its open customer interface, according to the EBA
guidelines. However, the final decision remains with national authorities, and we see a risk of
different approaches being followed across Europe.

A Threat To Banks' Revenues And Customer Relationships

The full implementation of PSD2 will put at risk banks' revenues from payment services. Their
customer relationships could be usurped by third-party providers that could build customized
account management and transaction services via platforms. We see two main threats to banks in
Europe (for more details, see "The Future Of Banking: Is PSD2 Yet Another Threat To Revenues In
Europe?," published May 17, 2017). First, by allowing external parties to initiate payments on
behalf of customers, PSD2 has the potential to change the traditional acquirer-issuer card-based
payment model. The introduction of PSD2 already facilitated the entrance of a number of fintech
and big tech companies into the European payment space, mainly by offering convenient
payments and digital wallet services with innovative functions through digital platforms and
mobile apps. A strong trend toward account-to-account transfers could effectively remove banks
from the value chain in many payment transactions with a material impact on revenues from
payments. We believe that card issuers have the most to lose because they currently generate a
sizable portion of earnings from transaction revenues, specifically interchange fees.

We nevertheless recognize that growth in card payments in Europe has been strong in recent
years and will likely remain resilient for some time to come. We believe users find credit card
payment convenient enough to prevent them from moving quickly to alternative mobile payment
services. Banks often even remain part of the value chain in mobile payment services through
smartphones, as credit cards issued by banks are used as the funding source. However, in
Germany, PayPal, Google, and Mastercard have implemented a mobile payment service that
effectively removes banks from the value chain. Customers can add their existing PayPal account
to Google Pay as a payment method, where a digitized debit Mastercard is generated
automatically. This leaves the banks with relatively narrow fees when funds are moved between
PayPal and bank accounts.

Similarly, the Swedish challenger bank Klarna recently initiated its own credit card in cooperation
with Visa with the goal of leveraging its solid market position in e-commerce, in particular in the
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Nordics, and to dig deeper into the payments' value chain. Nevertheless, at this stage we still think
this is having only a limited impact on banks' transaction income, which we consider will remain
resilient for some time. This is because we expect card usage to remain the preferred medium of
non-cash payments in point-of-sale and online payments in Europe in the short to medium term.
For alternative payment services to have a material effect on banks' transaction revenues in
Europe, there would have to be a fundamental shift in consumer behavior in most European
countries, which we consider unlikely in the next five years.

The second main threat to banks from PSD2 is that it has the potential to disintermediate
traditional banking relationships. Aggregation in financial services is becoming increasingly
important in open banking and banks could lose customer proximity when customers increasingly
manage their finances through third-party applications. This could reduce regular direct customer
interaction and negatively affect the banks' ability to cross- or upsell its most income-generating
products. It could ultimately leave the bank in the position of providing highly commoditized and
competitive products, such as loans and deposits. If banks lose control of their customer
relationships, they effectively become wholesalers for at least some of their customers.

Although these are real risks for banks, we consider barriers to entry as high for less established
players. Banks have proven expertise in security, authentication, and compliance. Bank customers
might see security concerns with new entrants and might be cautious about trusting nonbank
players with their finances. In the long-term, new entrants' success will also depend on their
ability to provide customers with novel value-added features that justify the effort and cost of
switching.

An Opportunity To Innovate And Partner With Fintechs

While many European banks consider PSD2 a potential threat to their franchise, it may also offer
them opportunities, not only by establishing a centralized platform for payment services or by
becoming a data aggregator itself. Another positive is that PSD2 now allows banks a more detailed
analysis of their own customer data, which will help gain a better understanding of their clients
and improve their products.

We also consider PSD2 an opportunity for competitive differentiation. A powerful APl that allows
banks to easily partner with fintechs and onboard innovative financial services will help banks
improve the customer experience. We consider larger banks in a slightly better position here, as
they have the scale and IT budgets to establish a flexible APl architecture that supports
onboarding of external services. On the other hand, larger banks often face more challenges with
heterogeneous, complex, and expensive legacy IT infrastructure compared to smaller and simpler
banks.

In our view, banks could utilize PSD2 to become faster and more agile in product innovation. They
could use connected fintechs as outsourced IT developers, especially for products in financial
services where the banks lack the in-house talent and entrepreneurial spirit to develop their own
innovative products. One of the challenges with PSD2 is to maintain a positive user experience
when applying strong customer authentication that the directive introduces. Banks have already
informed many customers they no longer consider payments by inputting login details secure
enough, and will require two-factor authentication at the latest once PSD2 becomes fully
operational.

We believe banks successful in implementing PSD2 will have the opportunity to gain market
shares in certain market segments. In order to monetize their valuable customer data and
significant investment in APl architecture, banks could also offer additional services beyond the
minimum regulatory requirements set by the directive.
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Most banks have so far kept their strategic plans for PSD2 under wraps. However, we expect they
will have devoted a great deal of human and financial capacity to become compliant with the
requirements. Reflecting the existing uncertainties on customer preferences after PSD2 becomes
fully operational, we expect banks will concentrate on compliance and remain in wait-and-see
mode for the time being. However, we believe it critical that banks are able to react quickly to
adopt a trend if it becomes visible.

While almost all banks engage with fintech companies to some extent, we consider that effective
collaboration will be key to success in the long run in competing with other banks and staving off
rising competition from big tech groups in increasingly more segments of the banking franchise.
From a regulatory point of view, PSD2 creates a level playing field for all market participants in
Europe and banks should be aware of the potential risks, but also the opportunities for optimizing
their digital strategies.
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